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Availability, integrity and confidentiality are the main objectives of 

information security and server security. These three elements are links that 

are interconnected in the concept of information protection.Distributed Denial 

of Service (DDoS) is an attack to make online services, networks and 

applications not available by flooding data traffic so that services is 

unvailable or availability aspects disrupted. This attack resulted in huge 

losses for institutions and companies engaged in online services and web-

based applications being one of the main targets of attackers to carry out 

DDoS attacks. Countermeasures that take a long time and large recovery 

costs are a loss for the institution or company that owns the service due to 

loss of integrity. NDLC (Network Development Life Cycle) is a method that 

has stages namely analysis, design, simulation, prototyping, implementation, 

monitoring and management. The NDLC method used aim for the results 

obtained focused and detailed. Snort IDS applied on the DDNS server 

functions to record when there is a DDoS attack. Implemention fail2ban as 

realtime preventation tool on the server by configuring based on the rules 

applied to fail2ban. The results showed  Snort IDS managed to detect DDoS 

attacks based on the rules applied to Snort IDS. Realtime prevention using 

Fail2ban successfully functions as a DDoS attack by blocking the attacker's 

IP Address. 
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1. Introduction  

 

Server security is a top priority for network administrators. Along with the rapid development of the 

internet world and internet users more and more so that the information stored on the server is very 

important to maintain. On the other hand the many security threats in computer network systems make 

network administrators need to anticipate this, especially DDoS attacks. DDoS attacks are attacks that are 

difficult to overcome. There are several ways to carry out DoS attacks such as shutting down the server so 

that it keeps the server busy and sends many requests [1]. So that on computer security, objects that need 

to be protected are computers and information [2]. 

Fail2ban is a program package to detect failed login attempts and then block the IP address of the 

original host [Fail2ban.org], Fail2ban works by changing the firewall configuration rules (IPTable) with 

configurations that are in Fail2ban itself, when Fail2ban runs, it will retrieve over the firewall functions 

that are on the server [3]. Using Fail2ban "on an Ubuntu server is proven to prevent bruteforce attacks 

and block the ip address of the attacker [7,9]. Fail2ban can secure various servers and then provide the 

results of attacks in the form of log data. Based on the above problems, a network administrator needs a 

system that can provide assistance in preventing DDoS attacks in real time. A system that can help 

administrators if they are not in place conditions. Through this research, it is expected to facilitate the 

network administrator in carrying out its functions properly. IPTable and Fail2ban are able to answer the 

above problems well. 
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2. Research Methods 

 

In this study the research method adopted was using the Network Development Life Cycle (NDLC) 

method. NDLC is a method that relies on previous development processes such as business strategy 

planning, application development life cycle, and data distribution analysis [4]. The stages of the NDLC 

method can be explained as follows (Figure 1): 

 
Fig 1 : NDLC 

 

3.  Result 

 

a. Research Stages 

Stages of research are used as guidelines in conducting research so that the results achieved do not 

deviate from the goal. Figure 2 shows the flowchart of the stages of the research to be carried out. The 

stages begin with Analysis, Design, Simulation Prototyping, Implementation, Monitoring and 

management. 

 

Topologi Jaringan

Konfigurasi Server

Design Infrastruktur dan 

Konfigurasi Jaringan

Pengujian Koneksi ke server

Via LAN dan Internet

Melakukan simulasi serangan 

terhadap Server DDNS

Pemantauan Serangan DDoS

Pelaporan

Mulai

Analysis

Design

Simulation Prototyping

Implementation

Monitoring

Management

Selesai

Topologi Star

Konfigurasi IP Address

Instalasi Snort, Bind9, 

Apache, Fail2ban

Pendaftaran nama domain 

DDNS

Pembuatan Skenario Kasus

Simulasi serangan DDoS

Melakukan deteksi 

serangan DDoS

Melakukan Pencegahan 

melalui Fail2ban

 
Fig 2. Flowchart Research Stages 

b. Testing Scenario 

The testing scenario uses 2 tools, LOIC and Dark Fantasy, with 2 scenarios, namely: 

1. Scenario of Attack Through Local Network (LAN) 
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2. Scenario of Attack Through the Internet Network 

 

c. Network Design 

Network design uses star topology which can be seen in Figure 3. 

 
Fig 3. Topology Star[8] 

The choice of star topology is because the topology uses a switch or hub as a network connection media 

and is not dependent on other computers. 

Based on the star topology, researchers conducted a network design as illustrated in Figure 4 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig 4. Network Design 

  

d. Installation, configuration of IPTable and fail2ban 

Configure DDoS on fail2ban with the command sudo nano /etc/fail2ban/jail.local 
# DDoS  

[http-get-dos]  

#enabled = true  

port = http,https  

filter = http-get-dos  

#Path to your logs 

#To add all logs in a folder add Wildcard (*) expression  

logpath = /var/log/fail2ban/*_access_log 

#Max number of requests 

#maxretry = 500 

#Findtime in seconds 

#findtime = 120  

#Bantime in seconds - set negative to ban forever  

bantime = -1 

#Action - change sendmail to send to your email 

action = iptables[name=HTTP, port=http, protocol=tcp] 

Pc Client (Win 7) 
IP Addr    : Asign By DHCP 

Netmask  : 255.255.255.0 
Modem/Wifi Router 

Pc Server (Debian 8.7) 

IP Addr : 192.168.1.250 
Netmask : 255.255.255.0 

Broadcast : 192.168.1.254 

Gateway : 192.168.1.254 

SWITCH 

Router WIFI 
IP Addr : 192.168.1.254 

Netmask: 255.255.255.0 
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d. Case Scenario 

Before the test was carried out, researchers recorded the IP address of the attacker's computer. This 

is intended to make it easier to identify (Table 1 and Table 2). 

Table 1  

IP Address lokal (LAN) Attacker 
No IP Address Attack Tools Port Attack  

1 192.168.1.10 cmd 80 

2 192.168.1.11 Darkfantasy 80 
3 192.168.1.12 Loic 22 

4 192.168.1.13 Loic 53 

Table 2.  

IP Address Internet Attacker 

No IP Address Attack Tools Port Attack 

1 104.237.144.6 Cmd 80 

2 180.240.190.184 Darkfantasy 80 

3 125.160.139.182 Loic 22 

4 125.160.139.182 Loic 53 

Table 1 and Table 2 show that there are four local IP addresses (LANs) and Internet IP Addresses, each of 

which is identified as the attacker's IP address and uses predetermined tools. 

e. DDOS Attack Simulation 

Based on the case scenario, the next process is testing the DoS attack from the Host which acts as an 

attacker to the DDNS server as set forth in Table 3. 

Table 3  

Simulation Attacker DDoS 
No Pengujian Tools yang digunakan Port Target 

1 Attempted DDoS attack 
via local network and 

internet 

Command Prompt :  
Ping tamelin.ddns.net –l 5000 –n 5000 –w 1 

80 

2 DarkFantasy  80 

3 Loic 53 dan 22 

 

Table 3 is an attack step that will be carried out in testing both in the local network (LAN) and through 

the internet network. In testing it is expected that fail2ban is able to block the attacker's IP Address. 

The attack simulation can be explained as follows: 

1) Ping of Death Attacks 

Attackers do DoS attacks using the Windows command prompt for 30 minutes (Figure 5). The 

command that is run by the attacking computer is: 
Ping tamelin.ddns.net –l 5000 –n 5000 –w 1 

 
Fig 5. DDoS attacks use Command Prompt 
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2)  Attack using Darkfantasy 

Attack simulation using darkfantasy with the following steps (Figure 6): 

 
Fig6. Start a DDoS attack using Darkfantasy 

The parameters used by Darkfantasy are as follows: 

Target site: tamelin.ddns.net 

Number of Packets to be sent: 1,000,000 

The process of synflooding in dark fantasy can be seen in Figure 7 

 

Fig 7. SynFlooding Darkfantasy 

3) Attacks using LOIC software 

Attack simulation using LOIC with the following parameters (Figure 8): 

url: the target url is tamelin.ddns.net 

IP: LOIC will automatically get an IP Address 

Method: TCP 

Ports: 53 and 22 

Threads: 50 (Number of threads used to attack) 

Time out: 9001 (time range of package delivery) 
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Fig 8. DoS attacks with LOIC 

With parameters input to LOIC, it can be seen that the number of connections within 9001 ms, there are 

30 connections, and 20 packet requests sent to the server. If the number of failed appearances exceeds the 

number of requests it can be ensured that the DDNS server has experienced an error. 

 

f. Testing Results 

Fail2ban which is used to carry out prevention against DDoS attacks is by blocking IPAddress the 

attacker has successfully performed its function properly. It can be seen in Figure 9 that the total release 

block is 102,160 requests. It can be concluded that the blocking process carried out by fail2ban in 

realtime runs perfectly. The number of packets analyzed by fail2ban is 46 packets (92%) with the 

breakdown of packets via the IP address protocol V4 of 46, TCP as much as 31, UDP of 15 packets. 

 
 

Fig 9. Fail2ban Log 
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Fig 10. Fail2ban.log 

 
Fig 11. Fail2ban.log 

 

Fail2ban saves the detection results in the form of a Log file. Through the Log File it can be seen that 

there are indications of an attack which causes interference with the DDNS server (Figure 10) and 

successfully blocks the attacker's IP Address (Figure 11) 

Table 4 

Blocked Local IP Address Attacker 

No IP Address Attacker Tools Port Attacker  Blokir  

1 192.168.1.10 Cmd 80   

2 192.168.1.11 Darkfantasy 80   
3 192.168.1.12 Loic 22   

4 192.168.1.13 Loic 53   

Table 5 

 Blocked Internet IP Address Attacker 

No IP Address Attacker Tools Port Attacker Blokir  

1 116.66.249.102 Cmd 80   
2 180.240.190.184 Darkfantasy 80   

3 125.160.139.182 Loic 22   

4 36.84.144.20 Loic 53   

 

After blocking the walk, the attack simulation was again carried out using Darkfantasy and Loic. 
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Darkfantasy displays the Unable to connect message (Figure 12), while Loic does not produce the amount 

of connecting (Figure 13), this indicates that the attacker's IP Address that has been blocked by fail2ban 

cannot re-attack. In addition to these two tools, access rights through the browser application can no 

longer be opened by the attacker (Figure 14). 

 
Fig 12. Darkfantasy after the IP Addr attacker is blocked. 

 

 
 

Fig 13. Display LOIC after the attacker's IP Address is blocked 

 

 
Fig 14. Browser application from the attacker 
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4. Conclusion  

 

The conclusion that can be drawn from this study is that IPTable and Fail2ban can prevent DDoS 

attacks by blocking the IP Address of the attacker. The next research is to make security on the types of 

Bruteforce attacks and security of web server and email server services. It is expected that IPTable and 

Fail2ban can prevent Bruteforce attacks and secure the service. So that network administrator 

performance becomes easier. 
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